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Abstract

Information technology in an organization is very important to support
organizational assets. An information technology audit needs to be carried out to
determine the level of suitability of the current situation with the expected target.
This study aims to manage audit findings and produce recommendations for
improvement and sustainable management. This study uses the COBIT 5
framework. The chosen domain is DSS (Deliver, Service, and Support). The results
of the study show that the average scale is 3.67 with a capability level of 4. The
recommendations that appear can be used as a reference for achieving information
technology targets at the Padang Class | A Religious Court.
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INTRODUCTION

The application of information
technology in an organization is very
important to support organizational assets.
The existence of information technology
services will certainly make the value of
an organization better. If careful planning
is carried out in a strategic plan, then the
use of information technology within the
organization can run optimally. The
organizational strategy that has been
planned must be in accordance with the
organization's business strategy in order to
carry out the planned information system
strategy. The information strategy will
then carry out the designed information
technology strategy [31]. To ensure that
information technology in an organization
has achieved its targets and vision and
mission, it is very necessary to carry out an
audit of the information technology so that
the information technology management
mechanism is in accordance with the
planning,  objectives, and  business
processes of the organization.

The audit is basically a systematic and
objective process of obtaining and
evaluating evidence of economic activity,
in order to provide assertions/statements
and assess how far economic action is in
accordance with applicable criteria and
communicate the results to related parties
[30].

Information Technology Auditing is
the process of collecting and evaluating
evidence to determine whether computer
systems protect assets, maintain data
integrity, allow organizational goals to be
achieved effectively, and use resources
efficiently [25]. To technically be
classified as an IT audit, the audit must
involve information technology, either as a
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specific focus of the audit or as a means to
complete the assignment. [20].

This auditing activity aims to
determine the level of conformity between
the statement and the established criteria
and to communicate the results to
interested parties. [9].

Carrying out the implementation of
information  technology  requires a
framework that is able to help an
organization improve information
technology governance in accordance with
IT governance standards [12]. In
conducting an information technology
audit, a framework guide is also needed to
assist and facilitate the audit process. In
this study, researchers used the COBIT 5
framework as a reference in conducting
audits.

COBIT 5 is one of the business
frameworks for enterprise IT governance
and management. This evolutionary
version incorporates the latest thinking in
corporate governance and management
techniques and provides globally accepted
principles, practices, analytical tools, and
models to help increase the trust, and value
of information systems [11]. This
framework addresses business and IT
functional areas in an enterprise and
considers the interests related to IT
internally and externally to stakeholders.
Companies of all sizes, whether
commercial, non-profit, or in the public
sector, can benefit from COBIT 5 [21].
The advantages of COBIT: (1) Effective
and Efficient Deal with information that is
relevant and related to business processes,
and as best as possible the information is
sent in a timely, correct, consistent and
useful  manner. (2) Confidentiality
Protection of sensitive information from
irresponsible access .(3) Integrity Related
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to the accuracy and completeness of the
information. (4) Availability is related to
information available when needed by
current and future business processes. (5)
Real Compliance Related to the provision
of appropriate information for
management [29].

The Padang Religious Court Class | A
is a first-level Religious Court (PA)
government agency with jurisdiction and
domiciled in the city of Padang, West
Sumatra. The Padang Religious Court has
the authority to examine, decide and settle
certain cases for Muslims such as
inheritance, wills, marriages, endowments,
grants, and others related to Islamic law.
With the existence of authority, of course,
the Religious Courts also have several
main tasks and functions such as providing
services in the administration section.
Currently, the Padang Religious Court in
administrative ~ services has  made
adjustments and developments in the field
of information technology in legal
services. This is evidenced by the
existence of a system implemented to
maximize performance and make it easier
for judicial applicants to obtain the
information needed, such as the official
website of the Religious Courts, Case
Tracing Information System (SIPP), e-
court, Supervision Information System
(SIWAS) and so on.

From this explanation, it can be seen
how important the role and benefits of
information  technology are for an
organization in order to improve the
performance and quality of the
organization and the importance of
conducting an audit to find out whether the
application of information technology in
an organization is running according to
targets and expectations.
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RESEARCH METHODS

The research framework is the
sequence of activities carried out in a
study. The research framework is a
concept or stages carried out in research
that links one variable to another. This
research framework was created before
conducting a study so that the preparations
for the research went as expected and
could solve existing problems.

After obtaining the required data, data
analysis is then carried out according to
the standard COBIT 5 framework, as well
as analyzing information technology
governance at the Padang Religious Court
so that questionnaire statements can be
designed in accordance with ongoing
information technology governance and
guided by the COBIT 5 framework using
the DSS domain.

After all the data is collected, the
calculation process is carried out using the
capability level. Furthermore, a report is
prepared and information is provided in
the form of information technology audit
recommendations obtained from research
findings which will then be given to the
Padang Religious Court Class | A.

RESULTS AND DISCUSSION

his stage is the stage of process domain
analysis, maturity level analysis, and gap
analysis based on the COBIT 5 framework
guidelines so as to produce information
technology maturity levels and
recommendations for improvement.

To determine the level of maturity in
information technology can be seen based
on table 1 below :
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Maturity Scale Level Capability Value DSS03-3 4 4
DSS03-4 4 4
0-0,49 Level 0 Incomplete DSS035 3,67 4
0,50 - 1,49 Level 1 Performed DSS04  DSS04-1 3,67 4 375 4
DSS04-2 4,33 4
1,50 - 2,49 Level 2 Managed
DSS04-3 4,33 4
2,50 - 3,49 Level 3 Established DSS04-4 3 3
3,50 - 4,49 Level 4 Predictable DSS05  DSS05-1 367 4 367 4
DSS05-2 3,67 4
4,50 - 5,00 Level 5 Optimizing
DSS05-3 4 4
Table 1 Maturity Scale Level Capability DSS054 267 3
Value DSS05-5 4,33 4
The description of each value is as DSS056 3 3
explained below: DSS06 DSS06-1 333 3 325 3

Incomplete: The process or idea has
not been implemented to achieve its goals.
At this level, there is little or no evidence
of the systematic achievement of process
objectives.

Maturity Level Measurement Results

This stage is the result of calculating
all selected levels in the DSS domain
questionnaire to analyze and determine the
results of the maturity level of information
technology governance at the Padang
Religious Court. Analysis can be seen in
table 2 as follows :

Proces  Code Avarege Level Skla Level
DSS01 DSS01-1 2,67 3 34 3
DSS01-2 3,67 4
DSS01-2 3 3
DSS01-3 3 3
DSS01-4 3,67 4
DSS02 DSS02-1 3,67 4
DSS02-2 3,67 4
DSS02-3 3,67 4
DSS02-4 2,67 3
DSS03 DSS03-1 4 4 4 4
DSS03-2 4,33 4

LLDIKTI Wilayah X

Table 2 Maturity Level Analysis 1

z Xi  (0%0)+(1*0)+(2*0) +(3*2) + (4*4) + (5*0)

n 6

_22 367
6

The recapitulation results in table 3.2
show that the Capability Level in the DSS
(Deliver, Service, and Support) domain is
on a value scale of 3.67. Based on the
maturity level scale in table 3.1, level 4 is
chosen as the maturity level with value
predictable ~ Process on information
technology governance of the Padang
Religious Court Class | A.

Gap Analysis (GAP)

Gap analysis (gap) is carried out to
find gaps or differences that exist between
the current situation and the expected state.
Analysis of the gap in the level of IT
governance capability at the Padang
Religious Court seen from the current
COBIT 5 process capability value and the
expected process capability value.
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Domain Level Expected GAP
Process currently (as Level(to be)
is)

DSS01 3 5 2
DSS02 4 5 1
DSS03 4 5 1
DSS04 4 5 1
DSS05 4 5 1
DSS06 3 5 2
Amount 8
Gap 1,33
Table 3 GAP analysis

From the table above it can be seen
that the DSS-01 and DSS-06 process
domains have a gap value of 2, while DSS-
02, DSS-03, DSS-04 and DSS-05 have a
gap value of 1.

The gap analysis graph can be seen in
Figure 2 below:

Gap Analisis

DS5-01
5,

4
DSs-06 DsSs-02

DSs-05 DsSs-03

DSs-04

m— Saat Ini Harapan s Gap

Figure 1. Gap Analysis

Recommendation Results
Recommended process domain DSS01
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The recommendations given in the
DSS01 process domain to achieve the
target level expected by the Padang
Religious Court are level 5, which needs to
be carried out by the Padang Religious
Court as follows:

a) Make improvements in managing
operations by making all Standard
Operating Procedures (SOP) in IT
governance operations.

b) Improve and  perform  risk
management for the maintenance of IT
facilities from natural or human-caused
disasters.

Recommended process domain DSS06

The recommendations given in the
DSS06 process domain to achieve the
target level expected by the Padang
Religious Court are level 5, which needs to
be carried out by the Padang Religious
Court as follows:

a) Make a report of every violation or
error that occurs in the existing system.

b) Provide direction or training to
each element to increase awareness of
responsibility in  using information
systems.

Recommended process domain DSS02

Recommendations given in the DSS02
process domain to achieve the target level
expected by the Padang Religious Court,
namely level 5, which needs to be carried
out by the Padang Religious Court are as
follows:

a) Increase  monitoring of each
increase and occurrence of incidents and
carry out handling in accordance with
procedures that have been made.
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Recommended process domain DSS03

The recommendations given in the
DSS03 process domain to achieve the
target level expected by the Padang
Religious Court are level 5, which needs to
be carried out by the Padang Religious
Court as follows:

a) Continue to monitor and monitor
previously known and fixed issues.

b) Always report the status of
problems that occur so that customers and
employees get information about what
problems are happening.

Recommended process domain DSS04

The recommendations given in the
DSS04 process domain to achieve the
target level expected by the Padang
Religious Court are level 5, which needs to
be carried out by the Padang Religious
Court as follows:

a) Generate reports to keep the
business running in the event of a disaster
or disruption, and determine additional
resources needed to continue critical
business processes.

Recommended process domain DSS05

The recommendations given in the
DSS05 process domain to achieve the
target level expected by the Padang
Religious Court are level 5, which needs to
be carried out by the Padang Religious
Court as follows:

a) Use original licensed software to
anticipate data and system damage caused
by viruses or malware.

a) Improve and reinforce connectivity
security policies in order to anticipate
unwanted risks.
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CONCLUSION

1. COBIT 5 is a framework that can
be used as a reference for
conducting information technology
audits  and producing  an
information technology maturity
level in the Padang Class | A
Religious Court. The maturity level
achieved was 3.67 (Predictable
Process) with details of DSS-01
and DSS-06 reaching levels 3 and
DSS-02, DSS-03, DSS-04, and
DSS-05 reaching level 4.

2. To achieve the expected target
level of information technology
maturity, it is suggested that the
Padang Class | A Religious Court
make improvements and
enhancements based on
recommendations that emerge from
the research results.
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